Problem:

As provide in below logs, configured fail2ban version fail2ban-0.9.3-1.el6.noarch in CentOS release 6.4 (Final), kernel 2.6.32-358.18.1.el6.x86_64, iptables version iptables-1.4.7-9.el6.x86_64, Python version python-2.6.6-37.el6_4.x86_64. 
While starting fail2ban getting below ERRORs.  The fail2ban emails banned ips, but do not actually ban the ips.  Iptables –L is empty.
Oct 21 12:46:52 xxxxx fail2ban.server[24301]: INFO Changed logging target to SYSLOG (/dev/log) for Fail2ban v0.9.3
Oct 21 12:46:52 xxxxx fail2ban.database[24301]: INFO Connected to fail2ban persistent database '/var/lib/fail2ban/fail2ban.sqlite3'
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Creating new jail 'ssh-iptables'
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Jail 'ssh-iptables' uses poller
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set jail log file encoding to UTF-8
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Initiated 'polling' backend
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Added logfile = /var/log/secure
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set maxRetry = 5
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set jail log file encoding to UTF-8
Oct 21 12:46:52 xxxxx fail2ban.actions[24301]: INFO Set banTime = 3600
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set findtime = 600
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set maxlines = 10
Oct 21 12:46:52 xxxxx fail2ban.server[24301]: INFO Jail ssh-iptables is not a JournalFilter instance
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Jail 'ssh-iptables' started
Oct 21 12:46:52 xxxxx fail2ban.action[24301]: ERROR iptables  -N f2b-ssh-iptables#012iptables  -A f2b-ssh-iptables -j RETURN#012iptables  -I INPUT -p tcp -m multiport --dports 0:65535 -j f2b-ssh-iptables -- stdout: ''
Oct 21 12:46:52 xxxxx fail2ban.action[24301]: ERROR iptables  -N f2b-ssh-iptables#012iptables  -A f2b-ssh-iptables -j RETURN#012iptables  -I INPUT -p tcp -m multiport --dports 0:65535 -j f2b-ssh-iptables -- stderr: "iptables v1.4.7: can't initialize iptables table `filter': Permission denied\nPerhaps iptables or your kernel needs to be upgraded.\niptables v1.4.7: can't initialize iptables table `filter': Permission denied\nPerhaps iptables or your kernel needs to be upgraded.\nCould not open socket to kernel: Permission denied\n"
Oct 21 12:46:52 xxxxx fail2ban.action[24301]: ERROR iptables  -N f2b-ssh-iptables#012iptables  -A f2b-ssh-iptables -j RETURN#012iptables  -I INPUT -p tcp -m multiport --dports 0:65535 -j f2b-ssh-iptables -- returned 1
Oct 21 12:46:52 xxxxx fail2ban.actions[24301]: ERROR Failed to start jail 'ssh-iptables' action 'iptables-multiport': Error starting action


All required configuration files and logs:
[root@xxxxx ~]# rpm -q fail2ban
fail2ban-0.9.3-1.el6.noarch
[root@xxxxx ~]#
[root@xxxxx ~]# python -V
Python 2.6.6
[root@xxxxx ~]# cat /etc/*rele*
CentOS release 6.4 (Final)
LSB_VERSION=base-4.0-amd64:base-4.0-noarch:core-4.0-amd64:core-4.0-noarch:graphics-4.0-amd64:graphics-4.0-noarch:printing-4.0-amd64:printing-4.0-noarch
cat: /etc/lsb-release.d: Is a directory
CentOS release 6.4 (Final)
CentOS release 6.4 (Final)
cpe:/o:centos:linux:6:GA
[root@xxxxx ~]#
[root@xxxxx ~]# rpm -q iptables
iptables-1.4.7-9.el6.x86_64
#
[root@xxxxx ~]# uname -r
2.6.32-358.18.1.el6.x86_64
#
[root@xxxxx ~]# fail2ban-regex /var/log/secure /etc/fail2ban/filter.d/sshd.conf

Running tests
=============

Use   failregex filter file : sshd, basedir: /etc/fail2ban
Use         maxlines : 10
Use         log file : /var/log/secure
Use         encoding : UTF-8


Results
=======

Failregex: 4552 total
|-  #) [# of hits] regular expression
|   3) [3322] ^\s*(<[^.]+\.[^.]+>)?\s*(?:\S+ )?(?:kernel: \[ *\d+\.\d+\] )?(?:@vserver_\S+ )?(?:(?:\[\d+\])?:\s+[\[\(]?sshd(?:\(\S+\))?[\]\)]?:?|[\[\(]?sshd(?:\(\S+\))?[\]\)]?:?(?:\[\d+\])?:?)?\s(?:\[ID \d+ \S+\])?\s*Failed \S+ for .*? from <HOST>(?: port \d*)?(?: ssh\d*)?(: (ruser .*|(\S+ ID \S+ \(serial \d+\) CA )?\S+ (?:[\da-f]{2}:){15}[\da-f]{2}(, client user ".*", client host ".*")?))?\s*$
|   5) [158] ^\s*(<[^.]+\.[^.]+>)?\s*(?:\S+ )?(?:kernel: \[ *\d+\.\d+\] )?(?:@vserver_\S+ )?(?:(?:\[\d+\])?:\s+[\[\(]?sshd(?:\(\S+\))?[\]\)]?:?|[\[\(]?sshd(?:\(\S+\))?[\]\)]?:?(?:\[\d+\])?:?)?\s(?:\[ID \d+ \S+\])?\s*[iI](?:llegal|nvalid) user .* from <HOST>\s*$
|  16) [1072] ^\s*(<[^.]+\.[^.]+>)?\s*(?:\S+ )?(?:kernel: \[ *\d+\.\d+\] )?(?:@vserver_\S+ )?(?:(?:\[\d+\])?:\s+[\[\(]?sshd(?:\(\S+\))?[\]\)]?:?|[\[\(]?sshd(?:\(\S+\))?[\]\)]?:?(?:\[\d+\])?:?)?\s(?:\[ID \d+ \S+\])?\s*pam_unix\(sshd:auth\):\s+authentication failure;\s*logname=\S*\s*uid=\d*\s*euid=\d*\s*tty=\S*\s*ruser=\S*\s*rhost=<HOST>\s.*$
`-

Ignoreregex: 0 total

Date template hits:
|- [# of hits] date format
|  [10833] (?:DAY )?MON Day 24hour:Minute:Second(?:\.Microseconds)?(?: Year)?
`-

Lines: 10833 lines, 0 ignored, 4552 matched, 6281 missed [processed in 13.99 sec]
[bookmark: _GoBack]Missed line(s): too many to print.  Use --print-all-missed to print all 6281 lines
[root@xxxxx ~]#
[root@xxxxx ~]#
[root@xxxxx ~]# fail2ban-testcases
Fail2ban 0.9.3 test suite. Python 2.6.6 (r266:84292, Jul 10 2013, 22:48:45) [GCC 4.4.7 20120313 (Red Hat 4.4.7-3)]. Please wait...
..................................................................................................................................................................F....................................................................................................[2015-10-21 22:47:37,960 pyinotify WARNING] Unable to retrieve Watch object associated to <_RawEvent cookie=0 mask=0x8000 name='' wd=2 >
[2015-10-21 22:47:37,960 pyinotify WARNING] Unable to retrieve Watch object associated to <_RawEvent cookie=0 mask=0x8000 name='' wd=1 >
..[2015-10-21 22:47:44,688 pyinotify WARNING] Unable to retrieve Watch object associated to <_RawEvent cookie=0 mask=0x8000 name='' wd=2 >
.[2015-10-21 22:47:45,143 pyinotify WARNING] Unable to retrieve Watch object associated to <_RawEvent cookie=0 mask=0x8000 name='' wd=2 >
.[2015-10-21 22:47:45,770 pyinotify WARNING] Unable to retrieve Watch object associated to <_RawEvent cookie=0 mask=0x8000 name='' wd=2 >
.........
======================================================================
FAIL: testIpToName (fail2ban.tests.filtertestcase.DNSUtilsTests)
----------------------------------------------------------------------
Traceback (most recent call last):
  File "/usr/lib/python2.6/site-packages/fail2ban/tests/filtertestcase.py", line 1030, in testIpToName
    self.assertEqual(res, 'crawl-66-249-66-1.googlebot.com')
AssertionError: None != 'crawl-66-249-66-1.googlebot.com'

----------------------------------------------------------------------
Ran 276 tests in 119.694s

FAILED (failures=1)
[root@xxxxx ~]# diff /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
50c50
< ignoreip = 127.0.0.1/8
---
> ignoreip = 127.0.0.1
59c59
< bantime  = 600
---
> bantime  = 3600
87c87
< backend = auto
---
> backend = polling
214a215,222
> [ssh-iptables]
>
> enabled  = true
> filter   = sshd
> action = %(action_mwl)s
> logpath  = /var/log/secure
>
>
[root@xxxxx ~]#
[root@xxxxx ~]# diff /etc/fail2ban/action.d/iptables-common.conf /etc/fail2ban/action.d/iptables-common.local
59c59
< lockingopt = -w
---
> lockingopt =
[root@xxxxx ~]#
[root@xxxxx ~]#

Log from /var/log/messages, no logfile for /var/log/fail2ban.log
Oct 21 12:46:52 xxxxx fail2ban.server[24301]: INFO Changed logging target to SYSLOG (/dev/log) for Fail2ban v0.9.3
Oct 21 12:46:52 xxxxx fail2ban.database[24301]: INFO Connected to fail2ban persistent database '/var/lib/fail2ban/fail2ban.sqlite3'
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Creating new jail 'ssh-iptables'
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Jail 'ssh-iptables' uses poller
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set jail log file encoding to UTF-8
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Initiated 'polling' backend
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Added logfile = /var/log/secure
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set maxRetry = 5
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set jail log file encoding to UTF-8
Oct 21 12:46:52 xxxxx fail2ban.actions[24301]: INFO Set banTime = 3600
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set findtime = 600
Oct 21 12:46:52 xxxxx fail2ban.filter[24301]: INFO Set maxlines = 10
Oct 21 12:46:52 xxxxx fail2ban.server[24301]: INFO Jail ssh-iptables is not a JournalFilter instance
Oct 21 12:46:52 xxxxx fail2ban.jail[24301]: INFO Jail 'ssh-iptables' started
Oct 21 12:46:52 xxxxx fail2ban.action[24301]: ERROR iptables  -N f2b-ssh-iptables#012iptables  -A f2b-ssh-iptables -j RETURN#012iptables  -I INPUT -p tcp -m multiport --dports 0:65535 -j f2b-ssh-iptables -- stdout: ''
Oct 21 12:46:52 xxxxx fail2ban.action[24301]: ERROR iptables  -N f2b-ssh-iptables#012iptables  -A f2b-ssh-iptables -j RETURN#012iptables  -I INPUT -p tcp -m multiport --dports 0:65535 -j f2b-ssh-iptables -- stderr: "iptables v1.4.7: can't initialize iptables table `filter': Permission denied\nPerhaps iptables or your kernel needs to be upgraded.\niptables v1.4.7: can't initialize iptables table `filter': Permission denied\nPerhaps iptables or your kernel needs to be upgraded.\nCould not open socket to kernel: Permission denied\n"
Oct 21 12:46:52 xxxxx fail2ban.action[24301]: ERROR iptables  -N f2b-ssh-iptables#012iptables  -A f2b-ssh-iptables -j RETURN#012iptables  -I INPUT -p tcp -m multiport --dports 0:65535 -j f2b-ssh-iptables -- returned 1
Oct 21 12:46:52 xxxxx fail2ban.actions[24301]: ERROR Failed to start jail 'ssh-iptables' action 'iptables-multiport': Error starting action


[root@xxxxx ~]# more /etc/fail2ban/fail2ban.conf
# Fail2Ban main configuration file
#
# Comments: use '#' for comment lines and ';' (following a space) for inline comments
#
# Changes:  in most of the cases you should not modify this
#           file, but provide customizations in fail2ban.local file, e.g.:
#
# [Definition]
# loglevel = DEBUG
#

[Definition]

# Option: loglevel
# Notes.: Set the log level output.
#         CRITICAL
#         ERROR
#         WARNING
#         NOTICE
#         INFO
#         DEBUG
# Values: [ LEVEL ]  Default: ERROR
#
loglevel = INFO

# Option: logtarget
# Notes.: Set the log target. This could be a file, SYSLOG, STDERR or STDOUT.
#         Only one log target can be specified.
#         If you change logtarget from the default value and you are
#         using logrotate -- also adjust or disable rotation in the
#         corresponding configuration file
#         (e.g. /etc/logrotate.d/fail2ban on Debian systems)
# Values: [ STDOUT | STDERR | SYSLOG | FILE ]  Default: STDERR
#
logtarget = SYSLOG

# Option: syslogsocket
# Notes: Set the syslog socket file. Only used when logtarget is SYSLOG
#        auto uses platform.system() to determine predefined paths
# Values: [ auto | FILE ]  Default: auto
syslogsocket = auto

# Option: socket
# Notes.: Set the socket file. This is used to communicate with the daemon. Do
#         not remove this file when Fail2ban runs. It will not be possible to
#         communicate with the server afterwards.
# Values: [ FILE ]  Default: /var/run/fail2ban/fail2ban.sock
#
socket = /var/run/fail2ban/fail2ban.sock

# Option: pidfile
# Notes.: Set the PID file. This is used to store the process ID of the
#         fail2ban server.
# Values: [ FILE ]  Default: /var/run/fail2ban/fail2ban.pid
#
pidfile = /var/run/fail2ban/fail2ban.pid

# Options: dbfile
# Notes.: Set the file for the fail2ban persistent data to be stored.
#         A value of ":memory:" means database is only stored in memory
#         and data is lost when fail2ban is stopped.
#         A value of "None" disables the database.
# Values: [ None :memory: FILE ] Default: /var/lib/fail2ban/fail2ban.sqlite3
dbfile = /var/lib/fail2ban/fail2ban.sqlite3

# Options: dbpurgeage
# Notes.: Sets age at which bans should be purged from the database
# Values: [ SECONDS ] Default: 86400 (24hours)
dbpurgeage = 86400
[root@xxxxx ~]#
