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[bookmark: _Toc300854208]Abstract
In October 2002, the Cybersecurity Act of 2002 was introduced to Congress.  This law was in response to the growing networks in the U.S. government, and the need to protect these systems as best as possible.  System security was seen as paramount, and the bill's intent was to strengthen this security.  While this bill has generally been successful, there have been drawbacks to the bill that have harmed some systems.  Endless paperwork, and more guidance from overseeing agencies is needed to improve the government's networks.  
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Introduction and Background

	The Federal Information Security Management Act (FISMA) of 2002, was introduced on October 1st, 2002.  This bill was introduced by Congressman Tom Davis, a Virginia Republican.  This act was part of the larger "E-Government Act of 2002" otherwise known as H.R. 2458.  Representative Davis added FISMA to the larger bill, though language used in this portion of the bill had already been passed as part of H.R. 5005, which created the Homeland Security Department (Sirhal, 2002).  

	The purpose of the bill was to have United States Government agencies strengthen security within their information technology systems.  The bill acknowledged the "highly networked nature of the current Federal computing environment and provide effective governmentwide management and oversight of the related information security risks, including coordination of information security efforts throughout the civilian, national security and law enforcement communities" (FISMA, 2002).  

	One priority in the bill was establishing "minimum controls require to protect Federal information and information systems" (FISMA, 2002).  Another purpose of the bill was to use commercially available solutions to protect these systems.  It was made clear that market competition would be the best way to develop the proper solutions for protecting systems.  
	
	This law was preceded by the Computer Security Act of 1987.  This act acknowledged early on that the U.S. Government had a stake in its computer systems which could potentially be a security vulnerability.  At the time, the National Bureau of Standards (now the National Institute for Standards and Technology (NIST)) was delegated responsibilities " for developing standards and guidelines for Federal computer systems, including responsibility for developing standards and guidelines needed to assure the cost-effective security and privacy of sensitive information in Federal computer systems" (Computer Security Act of 1987).  

	Similarly, NIST is delegated similar responsibilities in the bills, which include, "developing standards, guidelines and associate methods and techniques for information systems" and "develop standards and guidelines, including minimum requirements, for providing adequate information security for all agency operations and assets" (FISMA).  Notably, NIST is not required to produce standards for national security systems alone, but rather is tasked with coordinating standards and guidelines with other U.S. Government agencies .

	One agency that is mentioned numerous times is the National Security Agency.  A number of times the NSA is mentioned as "(including the National Security Agency)."  Thought not tasked with any specific duties, NIST has been tasked with coordinating with NSA for national security systems.  

	A key component of the law is for each agency to thoroughly document and review the security measures being put into place for information technology security.  Weaknesses are to be found and fixed if need be, and paperwork should be updated to reflect those changes.  

	The law also orders U.S. Government agencies to report annually to the committees in the Senate and House of Representatives regarding how well their security practices are working and whether their information systems are properly protected.  This bill has agencies report to the Committee on Government Reform and Science in the House of Representatives and the Senate committees on Governmental Affairs, and Commerce, Science, and Transportation.  

	 

Literature Search

	A literature review on FISMA found a number of article with how to deal with FISMA and meet compliance standards.  Still, others were reflections on how well or poorly the law has worked.  

	One critique of FISMA is that the information system paperwork and reporting to Office of Management and Budget, and Congress has created "endless paperwork for public officials and resulted in insecure systems" (Armstrong, 2010).  Critics speaking in a roundtable forum for SC Magazine  thought the yearly paperwork was too much for agencies to handle.  One critic, John Streufert, Deputy Chief Information Officer for the U.S. Department of State stated, "we lost track of the fact that we were supposed to be protecting systems and, instead, we would crunch out reports and papers" (Armstrong, 2010).  

	Yet another article in Federal Computer Week, voiced this same criticism.  "Although FISMA specifies effective risk management and information security programs in practice, there is too much emphasis on point-in-time compliance demonstrating at the expense of continuous information security" (Fountain, 2008).  Basically, too much emphasis has been put on reporting, and recording changes instead of the day-to-day items that need to be done to protect the systems themselves.  

	Even the government itself has gotten in on the critique, with the Office of Management and Budget seeking more guidance from NIST.  These two agencies were both tasked in FISMA with working together with regards to guidance and reporting on government IT systems.  One senior OMB official, Karen Evans, testified before congress that OMB needed, "updated guidance from the National Institute of Standards and Technology would help agencies meet the act's goals" (Chan, 2007).  The same day that Evans testified, Senator Norm Coleman, Republican from Minnesota, introduced legislation giving OMB more leeway in setting standards.  Clearly, there were those in government who felt the law needed changes. 

	The biggest criticism seemed to be the grading method that Congress and OMB was using for federal agencies.  After FISMA was enacted, a "report card" was used to grade various agencies, and this was based upon a questionnaire provided to agencies annually to be used for grading.  "One of the simplest questions they're asking is 'Do you have an inventory of all your systems?'", stated a Paul Proctor, a vice president for META group (Olsen, 2005). Proctor went on to suggest that a question like this is inappropriate for some larger agencies, using the Department of Energy as an example.  The DOE uses contractors extensively, so it is difficult to obtain full compliance.  

Analysis

	Clearly, the Federal Information Security Management Act of 2002 needs some improvements. The first would seem to be paperwork management and reporting to Congress and the Office of Management and Budget.  The U.S. Government is a large bureaucracy, and bills like FISMA are intended to make everyone work on the same page, with the same standards.  This generally simplifies systems, improves security, and allows government systems to converse better.  However, not all U.S. government information systems are the same.  

	What may work best for the Office of Management and Budget, may not work best for the Department of the Interior, or the Department of Agriculture or the Department of Defense.  These agencies all have different missions and a government-wide standard may not be enough protection for one agency, while being too cumbersome for another.  The intent of the bill is a good idea: have agencies track their systems and changes so that they know exactly how they are protecting their systems.  In a bureaucracy, paperwork and documentation are key to making sure workers are on the same page.  

	However, FISMA seems to have taken the paperwork approach to a level that the paperwork itself is becoming too cumbersome, and may detract from security.  System security should be a fluid and dynamic.  Security has to change constantly, and IT administrators need the flexibility to change security protocols as security vulnerabilities emerge.  If administrators are stuck doing paperwork, then who is protecting the information system? 

	A new system should be established for reporting to Congress.  It would seem that Congress and OMB are ill-equipped to properly grade the various agencies and review all of the paperwork they produce.  I would suggest that the National Institute of Standards and Technology be the lead for this.  NIST is already highly involved in this law, and with setting standards.  NIST should be reviewing the paperwork bi-annually instead of annually to allow more time for IT administrators to work on security.  

	In addition, NIST could set up a working group which would publish best-practices more often.  If an agency uses a particular best-practice that is certified and published by NIST, they could be exempted from paperwork.  


	Allan Paller of the SANS Institute also suggested that some changes being discussed in 2008 would work well too.  Congress was thinking of adding metrics to FISMA that would require systems show they can protect themselves against known-attacks, and that the government establish a "baseline" that would show all known attacks.  This is a good suggestion that would strengthen IT systems, as it would be a multi-pronged attack against vulnerabilities.  Such a baseline would surely be coordinated between multiple agencies. 

Conclusion

	The Federal Information Security Management Act of 2002 was and is a much needed law.  Operating individually, and without standards, U.S. Government information systems could become incredibly vulnerable to attacks.  This ensures that each part of an information system is documented, such that information security technicians and administrators can weed out and fix vulnerabilities. 

	Certainly, the paperwork part of the law needs fixing.  Administrators need time to do actual security, and not get caught up in continuous paperwork.  Overall this is a strong law that will continue to last in government.  With a few tweaks, FISMA could be strengthened, and the original intent of the law could be solidified.  
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